WATCHGUARD TECHNOLOGIES, INC.

Technical Specifications
WatchGuard® SOHO / SOHO|tc

COMPONENT

LiveSecurity™ Service
Authentication
Code Signing

Management
Browsers

Operating System

WatchGuard® Security Suite
Firewall
Dynamic Stateful Packet Filtering

Other Services

Network Address Translation
Dynamic NAT

Static NAT

Branch Office VPN
IPSec Tunnel

TECHNOLOGY AND PROTOCOLS SUPPORTED

¢ Web site login

* MD5

e Internet Explorer 4 and 5
* Netscape Navigator® 4.5 and 4.7

* Supports all leading platforms including:
- Windows® 95/98/NT 4.0
- Apple Macintosh®
- Linux®
- UNIX®

o All static-port TCP/IP services

e DHCP

e PPPoE

* ICQ

¢ Real® Audio/Video
* NetMeeting

¢ Intel® Video Phone
* SOCKS® (Version 5)

¢ Dynamic port-to-internal host mapping
e Static port-to-IP address mapping

Included with SOHO/tc, optional with SOHO

e Encapsulating Security Payload (ESP)

e MD5-HMAC 128-bit authentication algorithm
* SHA1-HMAC 160-bit authentication algorithm
DES-CBC 56-bit encryption

3DES-CBC 168-bit encryption

¢ Internet Key Exchange (IKE) protocol



WATCHGUARD TECHNOLOGIES, INC.

Remote User VPN
PPTP Tunnel e PPTP pass-through

Web Access Control Optional with SOHO and SOHO|tc
¢ 14 defined Web site categories
¢ Block web access on basis of URL categories

Firebox™ SOHO / SOHOItc * VxWorks

WAN: 1 RJ45 10BaseT Ethernet Interface
e LAN:4 RJ45 10BaseT Ethernet Interfaces
Toshiba TMRP3907 CPU

4 MB SDRAM

* 1 MB Flash Memory

* 6.5”Wx1.0"H x6.1”D

¢ 10 ounces
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